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ACL Configuration

Heau

JIaGoparopHast paboTa IOMOTaeT MOTYYUTh MPAKTHUYECKUE HABBIKU 110 N3YUCHUIO
CIIETYIOLIHUX TEM:

*  Hacrpoiika ciuckoB ACL

* [IIpumenenne ACL na unTepdeiice

*  OcHoBHbIE MeTO/IBI GUIBTPALIUU TPaPHKa

Tonmosorus
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IL1an padoTsI

Hacrpoiika IP-agpecos.
Hactpoiika OSPF 15 oGecniedeHnst BO3SMOXXHOCTH CETEBOTO MOKITIOUEHUS.

Co3nanne ACL Ha ocHOBE HEOOXOAUMOTO TpaduKa.

R

Hacrpoiika ¢punbTpanuu Tpaduka.



Ipouenypa koHpurypupoBanus

Iar 1. Hacrpoiite IP-agpeca.

# Hactpoiite [P-anpeca ansa mapmpytuzaropos R1, R2 u R3.

[AR1]interface g0/0/2
[AR1-GigabitEthernet0/0/1]ip address 10.1.2.1 24
[AR1]interface LoopBack 0

[AR1-LoopBack@]ip address 10.1.1.1 24
[AR1]interface LoopBack 1

[AR1-LoopBackl]ip address 10.1.4.1 24

[AR2]interface g0/0/2
[AR2-GigabitEthernet0/0/3]ip address 10.1.2.2 24
[AR2]interface g0/0/1
[AR2-GigabitEthernet0/0/4]ip address 10.1.3.2 24

[AR3]interface g0/0/2
[AR3-GigabitEthernet0/0/3]ip address 10.1.3.1 24



Iar 2. Hacrpoiite OSPF pis o0ecnieyeHuss BO3MOKHOCTH CETEBOIO
MOAKJIIOYCHHUS.

# Hacrtpoiite OSPF na mapmpyrtuzaropax R1, R2 u R3 u naznausre ux B obnacts 0,
9T00BI 00€CTIEYNTh BOBMOXXHOCTD TTOIKITFOUCHHS.

[AR1]ospf
[AR1-ospf-1]area 0

[AR1-ospf-1-area-0.0.0.0]network 10.1.1.1 0.0.0.0
[AR1-ospf-1-area-0.0.0.0]network 10.1.2.1 0.0.0.0
[AR1-ospf-1-area-0.0.0.0]network 10.1.4.1 0.0.0.0
[AR1-ospf-1-area-0.0.0.0]return

[AR2]ospf

[AR2-ospf-1]area 0
[AR2-ospf-1-area-0.
[AR2-ospf-1-area-0.
[AR2-ospf-1-area-0.

.0]lnetwork 10.1.2.2 0.0.0.
.0]network 10.1.3.2 0.0.0.
.0]return

0
0

[cNoNol
[cNoNol

[AR3]ospf

[AR3-ospf-1]area 0
[AR3-0spf-1-area-0.0.0.0]network 10.1.3.1 0.0.0.0
[AR3-0spf-1-area-0.0.0.0]return

# BeimonHuTe KoMaHay ping Ha MapupyTusatope R3, 4To6s1 npoBepUTh

BO3MOXXHOCTH INOAKJIHOYCHUS K CCTH.
[AR3]ping 10.1.1.1
PING 10.1.1.1: 56 data bytes, press CTRL_C to break

Reply from 10.1.1.1: bytes=56 Sequence=1 ttl=254 time=U0 ms
Reply from 10.1. : bytes=56 Sequence=2 ttl=254 time=30 ms
Reply from 10.1. : bytes=56 Sequence=3 ttl=254 time=20 ms
Reply from 10.1. : bytes=56 Sequence=4 ttl=254 time=30 ms
Reply from 10.1 : bytes=56 Sequence=5 ttl=254 time=40 ms

---10.1.1.1 ping statistics -—-
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 20/32/40 ms

[AR3]ping 10.1.2.1
[AR3]ping 10.1.2.1
PING 10.1.2.1: 56 data bytes, press CTRL_C to break

Reply from 10.1.2.1: bytes=56 Sequence=1 ttl=254 time=20 ms
Reply from 10.1. : bytes=56 Sequence=2 ttl=254 time=U0 ms
Reply from 10.1 : bytes=56 Sequence=3 ttl=254 time=30 ms
Reply from 10.1. : bytes=56 Sequence=4 ttl=254 time=30 ms
Reply from 10.1 : bytes=56 Sequence=5 ttl=254 time=30 ms

---10.1.2.1 ping statistics -——
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 20/30/40 ms

[AR3]ping 10.1.4.1
PING 10.1.4.1: 56 data bytes, press CTRL_C to break
Reply from 10.1.4.1: bytes=56 Sequence=1 ttl=254 time=30 ms
Reply from 10.1.4.1: bytes=56 Sequence=2 ttl1=254 time=20 ms
Reply from 10.1.4.1: bytes=56 Sequence=3 ttl=254 time=20 ms
Reply from 10.1.4.1: bytes=56 Sequence=4 ttl1=254 time=10 ms
Reply from 10.1.4.1: bytes=56 Sequence=5 ttl1=254 time=30 ms

-—— 10.1.4.1 ping statistics ——-
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 10/22/30 ms



Iar 3. Cxoupurypupyiite R3 B kauecTBe cepsepa.

# Brurrounte ¢ynkiuto Telnet na R3, yctanoBuTe A1 ypOBHS HOJIB30BaTENsl 3HAYCHUE
3 u 3amaiiTe s Bxona mapons — Huawei@123.

[AR3]telnet server enable

[AR3]user-interface vty 0 4

[AR3-ui-vty0-U]Juser privilege level 3

[AR3-ui-vty0-U]set authentication password cipher Huawei@123



Hlar 4. Hacrpoiite ACL Ha ocHOBe He00x01uMOro Tpaduka.

Cnoco6 1. Hacrpoiite ACL na unrepdeiice VIY wmapmpyruzaropa R3, ytoOsI
Pa3penInTh

Bxox ¢ R1 B R3 uepe3 Telnet, ucnonwzys [P-anpec LoopBack 1.
# Hactpoiite ACL na R3.

[AR3]acl 3000

[AR3-acl-adv-3000]rule 5 permit tcp source 10.1.4.1 0.0.0.0 destination 10.1.3.1
0.0.0.0 destination-port eq 23

[AR3-acl-adv-3000]rule 10 deny tcp source any

[AR3-acl-adv-3000]quit

# Bemonuute punsTpanuio Tpaduka Ha uatepdeiice VTY mapmpyTtuzaropa R3.

[AR3]user-interface vty 0 4
[AR3-ui-vty6-U4]acl 3000 inbound

# BriBenute Ha skpaH koH¢urypamuio ACL na R3.

[AR3-ui-vtye-d4]display acl 3000

Advanced ACL 3000, 2 rules

Acl's step is 5

rule 5 permit tcp source 10.1.4.1 0 destination 10.1.3.1 0 destination-port eq
telnet

rule 10 deny tcp

Crnioco0 2. Hactpoiite ACL Ha ¢puznyeckom uHTepdeiice mapiipytuzaropa R2, 4roOsr

paspemuth Bxox ¢ R1 B R3 wuepes Telnet, ucnonwsiys IP-ampec dusndeckoro
nHTepderica.

# Hactpoiite ACL Ha R2.

[AR2]acl 3001

[AR2-acl-adv-3001]rule 5 permit tcp source 10.1.4.1 0.0.0.0 destination 10.1.3.1
0.0.0.0 destination-port eq 23

[AR2-acl-adv-3001]rule 10 deny tcp source any

[AR2-acl-adv-3001]quit

# Bemonnure punsTpanuio Tpadguka Ha natepderice GE0/0/3 mapmpyruzaropa R3.

[AR2]interface g0/0/2
[AR2-GigabitEthernet0/0/2]traffic—filter inbound acl 36001

# BriBequTe Ha 3kpaH koHpurypammio ACL Ha R2.

[AR2]display acl 3001
Advanced ACL 3001, 2 rules
Acl's step is 5
rule 5 permit tcp source 10.1.4.1 0 destination 10.1.3.1 0 destination-port eq
telnet
rule 10 deny tcp



IIpoBepka

<AR1>telnet -a 10.1.1.1 10.1.3.1
Press CTRL_] to quit telnet mode
Trying 10.1.3.1 ...
Error: Can't connect to the remote host

<AR1l>telnet -a 10.1.4.1 10.1.3.1
Press CTRL_] to quit telnet mode
Trying 10.1.3.1 ...
Connected to 10.1.3.1 ...

Login authentication

Password:
<AR3>

CunpaBounbie KOHUrypauuu

ARI

[V200R003CO0]

#

syshame ARl

#

snmp—agent local-engineid 800007DBO30000000COOGO
snmp-agent

clock timezone China-Standard-Time minus 08:00:00

#

portal local-server load portalpage.zip

#

drop illegal-mac alarm

#

set cpu-usage threshold 80 restore 75

#

aaa

authentication-scheme default

authorization-scheme default

accounting-scheme default

domain default

domain default_admin

local-user admin password cipher %$%$K8m.Nt8UDZ}e#<0"'8bmE3Uw}%$%$
local-user admin service-type http

#

firewall zone Local

priority 15

#

interface GigabitEthernet0/0/0

#

interface GigabitEthernet0/0/1

#

interface GigabitEthernet0/0/2

ip address 10.1.2.1 255.255.255.0

#

interface NULLO

#

interface LoopBack®

ip address 10.1.1.1 255.255.255.0

#

interface LoopBackl

ip address 10.1.4.1 255.255.255.0

#

ospf 1

area 0.0.0.0
network 10.1.1.1 0.
network 10.1.2.1 0.
network 10.1.4.1 0.

#

[cNoNo)
[cNoNo)
[cNocNo)



user-interface con 0
authentication-mode password
user—interface vty 0 4
user—interface vty 16 20

#

wlan ac

#

return

AR2

[V200RO03CO0]

#

syshame AR2

#

snmp—agent local-engineid 800007DBO300000OOCOO0O
snmp-agent

#

clock timezone China-Standard-Time minus 08:00:00
#

portal local-server load flash:/portalpage.zip

#

drop illegal-mac alarm

wlan ac—global carrier id other ac id 0
#

set cpu-usage threshold 80 restore 75
#

acl number 3001

rule 5 permit tcp source 10.1.4.1 0 destination 10.1.3.1 0 destination—-port eq telnet
rule 10 deny tcp
#

aaa

authentication-scheme default

authorization—-scheme default

accounting-scheme default

domain default

domain default_admin

local-user admin password cipher %$%$K8m.Nt8UDZ}e#<0"'8bmE3UW}%$%$

local-user admin service-type http
#
firewall zone Local

priority 15
#

interface GigabitEthernet0/0/0
#

interface GigabitEthernet0/0/1

ip address 10.1.3.2 255.255.255.0

#

interface GigabitEthernet0/0/2

ip address 10.1.2.2 255.255.255.0

traffic—filter inbound acl 3001

#

interface NULLO
#

ospf 1

area 0.0.0.0

network 10.1.
network 10.1.

#
user-interface con 0
authentication-mode password
user—interface vty 0 4
user—interface vty 16 20

#

wlan ac

#

return

AR3

2.2 0.0.0.0
3.2 0.0.0.0

[V200R003C00]



#
syshame AR3

#
snmp-agent local-engineid 800007DBO30000OOOOOEOO
snmp—agent

#

clock timezone China-Standard-Time minus 08:00:00
#

portal local-server load flash:/portalpage.zip

#

drop illegal-mac alarm

wlan ac—global carrier id other ac id 0
#
set cpu-usage threshold 80 restore 75
#
acl number 3000
rule 5 permit tcp source 10.1.4.1 0 destination 10.1.3.1 0 destination—-port eq telnet
rule 10 deny tcp
#
aaa
authentication-scheme default
authorization-scheme default
accounting-scheme default
domain default
domain default_admin
local-user admin password cipher %$%$K8m.Nt8UDZ}e#<0"'8bmE3UW}%$%$
local-user admin service-type http
#
firewall zone Local
priority 15
#
interface GigabitEthernet0/0/0
#
interface GigabitEthernet0/0/1
#
interface GigabitEthernet0/0/2
ip address 10.1.3.1 255.255.255.0
#
interface NULLO
#
ospf 1
area 0.0.0.0
network 10.1.3.1 0.0.0.0
#
user-interface con 0
authentication-mode password
user—interface vty 0 4
acl 3000 inbound
authentication-mode password
user privilege level 3
set authentication password
cipher %$%$tG$i<Lp”LP+~>+SkQiaP,"2iR%YeYm#UuVRUTCcHY&K\5"21,%$%$
user—interface vty 16 20
#
wlan ac
#
return
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Hacrpoiika jJokajJbHOro mexanusma AAA

Heau

JlabopatopHasi paboTa IOMOTaeT MOMYYUTh MPAKTHYCCKIE HABBIKH 110 H3YUCHHIO
CIIEYIOIIUX TEM:

* Hacrpoiika nokanpHOro Mexanusma AAA

* [Iponenypa co3nanust JOMeHa

* [lpouenypa coznaHus JIOKaIbHOTO MOIb30BATENS

® YHpaBJ'IeHI/IG IIOJIB30BAaTCIAIMU HA OCHOBE TOMCHA

Tomosorusi

18.8.12.1 24 16.©.12.2 24

GE 0/0/2 GE 0/0/2
AR1 AR2

IL1an padoTsbI

1. Hactpoiika cxembr AAA.
2. Coznmanue TOMEHa M MPUMEHEHHE K HeMy cxeMbl AAA.

3. Hactpolika JIOKaJIbHBIX ITOJIb30BATCIICH.

11



Ipouenypa koHpurypupoBanus

Hlar 1. HacTpoiiTe 0CHOBHBbIE MapaMeTPbl YCTPOICTB.\

# Ilpucsoiite nmena mapuipytusaropam R1 u R2.

AR1

<Huawei>system-view
Enter system view, return user view with Ctrl+Z.
[Huaweilsysname AR1

AR2

<Huawei>system-view
Enter system view, return user view with Ctrl+Z.
[Huawei]lsysname AR2

# Hacrpoiite IP-anpeca nns mapuipytuzaropoB R1 u R2.

[AR1]interface g0/0/2
[AR1-GigabitEthernet0/0/2]ip address 10.0.12.1 24

[AR2]interface g0/0/2
[AR2-GigabitEthernet0/0/2]ip address 10.0.12.2 24

12



Ilar 2. Hacrpoiite cxemy AAA.

# Hactpoiite cxembl ayTeHTH(PUKALUN U aBTOPU3ALUH.

[AR2]aaa

[AR2-aaa]authentication—-scheme datacom

Info: Create a new authentication scheme.
[AR2-aaa—authen-datacom]authentication-mode local
[AR2-aaa-authen-datacom]quit

[AR2-aaaJ]authorization-scheme datacom

Info: Create a new authorization scheme.
[AR2-aaa—author-datacom]authorization-mode local
[AR2-aaa-author-datacom]quit

13



Ilar 3. Co3naiiTe J0MeH M IPUMEHUTE K HEMY cxemy AAA.

[AR2]aaa

[AR2-aaaldomain datacom

Info: Success to create a new domain.
[AR2-aaa-domain-datacom]authentication-scheme datacom
[AR2-aaa-domain-datacom]authorization-scheme datacom

14



IIar 4. HacTpoiiTe JIOKAJbHBIX M0J1b30BaTEJICH.

# Co3paiiTe JIOKaJbHOIO II0Ib30BaTENs U HACTPOUTE JUIsl HETO MapOib.

[AR2-aaa]local-user hcia@datacom password cipher HCIA-Datacom
Info: Add a new user.

[AR2-aaallocal-user hcia@datacom service-type telnet
[AR2-aaallocal-user hcia@datacom privilege level 3

15



Ilar 5. Bkiaoyure ¢pynkumio telnet na R2.
[AR2]telnet server enable

[AR2]user-interface vty 0 4
[AR2-ui-vty@-U]authentication-mode aaa

16



HlIar 6 IIpoBepbTe KOHPUTYypaLHIO.

# Beimonaute Bxon ¢ R1 Ha R2 gepe3 Telnet.

<AR1l>telnet 10.0.12.2
Press CTRL_] to quit telnet mode
Trying 10.0.12.2 ...
Connected to 10.0.12.2 ...

Login authentication

Username:hcia@datacom
Password:
<AR2>

# BeIBeIuTe Ha 9KpaH CIHUCOK MOJIb30BaTENCH, MOJAKIIOYEHHBIX K R2.

[AR2]display users

User-Intf Delay Type Network Address AuthenStatus AuthorcmdFlag
+ 0 CON O 00:00:00 pass

Username : Unspecified

129 VIY 06 00:00:55 TEL 10.0.12.1 pass
Username : hcia@datacom

17



CnpaBounble KOHpUTrypannuu

AR1

[V200R003C00]
#

syshame ARl
#

snmp—agent local-engineid 800007DBO300000OOCOOOO
snmp-agent
#

clock timezone China-Standard-Time minus 08:00:00
#

portal local-server load portalpage.zip
#

drop illegal-mac alarm

set cpu-usage threshold 80 restore 75
#
aaa
authentication-scheme default
authorization-scheme default
accounting-scheme default
domain default
domain default_admin
local-user admin password cipher %$%$K8m.Nt8UDZ}e#<0"'8bmE3UW}%$%$
local-user admin service-type http
#
firewall zone Local
priority 15
#
interface GigabitEthernet0/0/0
#
interface GigabitEthernet0/0/1
#
interface GigabitEthernet0/0/2
ip address 10.0.12.1 255.255.255.0
#
interface NULLO
#
user—interface con 0
authentication-mode password
user—interface vty 0 4
user—interface vty 16 20
#
wlan ac
#
return

AR2

[V200R003CO0]

#

syshame AR2

#

snmp-agent local-engineid 800007DBO3000EOOOOEEOO
snmp—agent

#

clock timezone China-Standard-Time minus 08:00:00
#

portal local-server load portalpage.zip

#

drop illegal-mac alarm

#

set cpu-usage threshold 80 restore 75
#

aaa

authentication-scheme default
authentication-scheme datacom

18



authorization-scheme default
authorization-scheme datacom
accounting-scheme default
domain default
domain default_admin
domain datacom
authentication-scheme datacom
authorization-scheme datacom
local-user admin password cipher %$%$K8m.Nt8UDZ}e#<0"8bmE3Uw}%$%$
local-user admin service-type http
local-user hcia@datacom password cipher %$%$>ds5=-Pz, AhTG#Y0@>3J"c/+%$%$
local-user hcia@datacom privilege level 3
local-user hcia@datacom service-type telnet
#
firewall zone Local
priority 15
#
interface GigabitEthernet0/0/0
#
interface GigabitEthernet0/0/1
#
interface GigabitEthernet0/0/2
ip address 10.0.12.2 255.255.255.0
#
interface NULLO
#
user—interface con 0
authentication-mode password
user—interface vty 0 4
authentication-mode aaa
user-interface vty 16 20
#
wlan ac
#
return

19



Hacrtpoiika NAT

Heau

JlabopatopHasi paboTa IOMOTaeT MOMYYUTh MPAKTHYCCKIE HABBIKH 110 H3YUCHHIO
CIICAYIOIINX TEM:

* Hacrpoiika nunamuueckoro NAT

* Hacrpoiika Easy IP

* Hacrpoiika NAT-cepsepa

Tonoaorus
192.168.1.1/24 192.168.1.254/24 1.2.3.4/24 1.2.3.254/24
I, \\
'I \l
\ !
\\ pre— o T 7 o
N GE 0/0/0 GE 0/0/0 GE0/0/1 GE 0/0/0
P AR1 AR2 " AR3

IL1an padoTsbI

1. Hactpoiika nuaamudeckoro NAT.
2. Hactpoiika Easy IP.
3. Hacrpoiika cepsepa NAT.

20



Ipouenypa koHpurypupoBanus

Ilar 1. HacTpoiiTe 0CHOBHBbIEC IApaMeTPHI.

# Hacrpoiite [P-anpeca u mapuipyTsl.

[AR1]interface g0/0/0

[AR1-GigabitEthernet®/0/0]ip address 192.168.1.1 24
[AR1-GigabitEthernet0/0/0]quit

[AR1]ip route-static 0.0.0.0 0 1.2.3.254

[AR2]interface g0/0/0

[AR2-GigabitEthernet0/0/0]ip address 192.168.1.254 24
[AR2-GigabitEthernet0/0/0]interface g0/0/1
[AR2-GigabitEthernet0/0/1]ip address 1.2.3.4 24
[AR2-GigabitEthernet0/0/1]ip route-static 0.0.0.0 © 1.2.3.254

[AR3]interface g0/0/0
[AR3-GigabitEthernet0/0/0]ip address 1.2.3.254 24

# Hacrpoiite dynkiuto Telnet ma mapmpytuzatopax R1 u R3 mns mocnemyromeit
MIPOBEPKH.

[AR1]user-int vty 0 4
[AR1-ui-vty@-U4]authentication-mode aaa
[AR1-ui-vtye-d4]quit

[AR1]aaa

[AR1-aaallocal-user test password cipher Huawei@123
Info: Add a new user.

[AR1-aaallocal-user test service-type telnet
[AR1-aaallocal-user test privilege level 15
[AR1-aaalquit

[AR3]user-interface vty 0 4
[AR3-ui-vty0-U4]authentication-mode aaa
[AR3-ui-vty0-U4]quit

[AR3]aaa

[AR3-aaallocal-user test password cipher Huawei@123
Info: Add a new user.

[AR3-aaallocal-user test service-type telnet
[AR3-aaallocal-user test privilege level 15
[AR3-aaalquit

# HpOBepBTe BO3MOXHOCTb YCTAaHOBJICHUA CBA3H.

[AR1]lping 1.2.3.25u4
PING 1.2.3.254: 56 data bytes, press CTRL_C to break
Request time out
Request time out
Request time out
Request time out
Request time out

---1.2.3.254 ping statistics ——
5 packet(s) transmitted
0 packet(s) received
100.00% packet loss

[AR2]ping 1.2.3.254
PING 1.2.3.254: 56 data bytes, press CTRL_C to break
Reply from 1.2.3.254: bytes=56 Sequence=1 tt1=255 time=230 ms
Reply from 1.2.3.254: bytes=56 Sequence=2 tt1=255 time=20 ms
Reply from 1.2.3.254: bytes=56 Sequence=3 tt1=255 time=10 ms
Reply from 1.2.3.254: bytes=56 Sequence=4 tt1=255 time=20 ms
Reply from 1.2.3.254: bytes=56 Sequence=5 tt1=255 time=20 ms

—-—— 1.2.3.254 ping statistics --—-
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 10/60/230 ms
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IHar 2 IIpeaxnpusatTue mnojay4aer oOmenocrynubie IP-aapeca B
auana3ode or 1.2.3.10 go 1.2.3.20, mo3Tomy emy Tpedyercst GyHKIUS
auHamMuueckoro NAT.

# Hactpoiite mmyn agpecoB NAT.

[AR2]nat address-group 1 1.2.3.10 1.2.3.20

# Hactpotite ACL.

[AR2]acl 2000
[AR2-acl-basic-2000]rule 5 permit source any

# Hactpoiite munamuueckuiit NAT Ha GigabitEthernet(0/0/4 mapmpyTtuzaropa R2.

[AR2]int ¢0/0/1
[AR2-GigabitEthernet0/0/1]1nat outbound 2000 address-group 1

# IIpoBepbTe BO3MOXKHOCTh YCTAHOBJICHUS CBS3H.

[AR1]ping 1.2.3.254
PING 1.2.3.254: 56 data bytes, press CTRL_C to break

Reply from 1.2.3.254: bytes=56 Sequence=1 tt1=254 time=40 ms
Reply from 1.2.3.254: bytes=56 Sequence=2 tt1=254 time=30 ms
Reply from 1.2.3.254: bytes=56 Sequence=3 ttl1=254 time=60 ms
Reply from 1.2.3.254: bytes=56 Sequence=4 tt1=254 time=30 ms
Reply from 1.2.3.254: bytes=56 Sequence=5 tt1=254 time=20 ms

---1.2.3.254 ping statistics ——
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 20/36/60 ms

# Bemomuute Bxof ¢ R1 Ha R3 gepes Telnet, uto6s1 cmoaenupoBats Tpaduk TCP.

<AR1>telnet 1.2.3.254
Press CTRL_] to quit telnet mode
Trying 1.2.3.254 ...
Connected to 1.2.3.254 ...

Login authentication
Username:test
Password:

<AR3>quit

# BreiBeuTe Ha 3kpaH Tabnuiy ceancoB NAT Ha R2.

[AR2]display nat session all
NAT Session Table Information:

Protocol : TCP(6)
SrcAddr Port Vpn : 192.168.1.1 1990
DestAddr Port Vpn : 1.2.3.254 5888
NAT-Info

New SrcAddr :1.2.3.16

New SrcPort ;10240

New DestAddr g o=
New DestPort g ====

Total : 1
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IIlar 3 Ecaum IP-agpec GigabitEthernet0/0/4 na R2 nHa3Havaercs
auHamu4yecku (Hanpumep, yepes3 DHCP wiau PPPoE), Heodxomumo
HacTpouth Easy IP.

# Ynanure KOHQUTypaIyio, CO3IaHHYIO Ha MPEIbIAYIIEeM I1are.

[AR2]interface g0/0/1
[AR2-GigabitEthernet0/0/1]undo nat outbound 2000 address-group 1

# Hacrpoiite Easy IP.

[AR2-GigabitEthernet0/0/1]nat outbound 2000

# IIpoBepbTe BO3MOXKHOCTD YCTAHOBJICHUS CBSI3H.

<AR1>ping 1.2.3.254
PING 1.2.3.254: 56 data bytes, press CTRL_C to break
Reply from 1.2.3.254: bytes=56 Sequence=1 tt1=25U4 time=30 ms

Reply from 1.2.3.254: bytes=56 Sequence=2 tt1=254 time=30 ms
Reply from 1.2.3.254: bytes=56 Sequence=3 ttl1=254 time=30 ms
Reply from 1.2.3.254: bytes=56 Sequence=4 tt1=25U4 time=50 ms
Reply from 1.2.3.254: bytes=56 Sequence=5 tt1=25U4 time=30 ms

---1.2.3.254 ping statistics ——
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 30/34/50 ms

<AR1>telnet 1.2.3.254
Press CTRL_] to quit telnet mode
Trying 1.2.3.254 ...
Connected to 1.2.3.254 ...

Login authentication

Username:test
Password:

User last login information:

Access Type: Telnet
IP-Address : 1.2.3.16
Time : 2024-12-06 06:04:04-08:00

<AR3>

# Bemonuute Bxoj ¢ R1 Ha R3 uepes Telnet, uto6s1 cmoaenupoBats Tpaduk TCP.

[AR2-GigabitEthernet0/0/1]display nat session all
NAT Session Table Information:

Protocol : TCP(6)
SrcAddr Port Vpn : 192.168.1.1 quo9oy
DestAddr Port Vpn : 1.2.3.254 5888
NAT-Info

New SrcAddr :1.2.3.4

New SrcPort ;10240

New DestAddr g o=
New DestPort g ===

Total : 1
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IIIar 4 R3 poykeH NpPeRoCTABJIATH CeTeBble YCIYIHM (B JaHHOM
npumepe telnet) aasi mosab3oBaresie B 00IIEJOCTYIIHOM CeTH.
IHockoabky R3 He mMmeer oO0meaocrynmHoro IP-agpeca, Heo0xoaumo
Hactpouthb cepsep NAT Ha ucxoasimem unrep@eiice R2.

# Hacrpoiite cepsep NAT nHa R2.

[AR2]interface g0/0/1
[AR2-GigabitEthernet0/0/1]nat server protocol tcp global current-interface 2323
inside 192.168.1.1 telnet

# Bemmonuute Bxoj ¢ R3 Ha R1 uepes Telnet.

<AR3>telnet 1.2.3.4 2323
Press CTRL_] to quit telnet mode
Trying 1.2.3.4 ...
Connected to 1.2.3.4 ...

Login authentication
Username:test

Password:
<AR1>

# BriBequTe Ha 2kpaH Tabnuiy ceancoB NAT Ha R2.

[AR2]display nat session all
NAT Session Table Information:

Protocol : TCP(6)
SrcAddr Port Vpn : 192.168.1.1 4uyo9oy
DestAddr Port Vpn : 1.2.3.254 5888
NAT-Info

New SrcAddr :1.2.3.4

New SrcPort ;10240

New DestAddr g o=
New DestPort g ===

Protocol T
SrcAddr Port Vpn : 1.
DestAddr Port Vpn : 1
NAT-Info

New SrcAddr g o=

New SrcPort g ===

New DestAddr : 192.168.1.1

New DestPort : 5888

254 62917
.4 4873

Total : 2

CnpaBouHble KOHPUTYpanuu

AR1

[V200RE03CO0]
#
sysname ARl
#
snmp—agent local-engineid 800007DBO300000OOCOOOO
snmp-agent
#
clock timezone China-Standard-Time minus 08:00:00
#
portal local-server load portalpage.zip
#
drop illegal-mac alarm
#
set cpu-usage threshold 80 restore 75
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aaa
authentication-scheme default
authorization-scheme default
accounting-scheme default
domain default
domain default_admin
local-user test password cipher %$%$tzV{W9}UlX;6ME~AQAqQI"S@r%$%3
local-user test privilege level 15
local-user test service-type telnet
local-user admin password cipher %$%$K8m.Nt8UDZ}e#<0"'8bmE3UW}%$%3
local-user admin service-type http
#
firewall zone Local
priority 15
#
interface GigabitEthernet0/0/0
ip address 192.168.1.1 255.255.255.0
#
interface GigabitEthernet0/0/1
#
interface GigabitEthernet0/0/2
#
interface NULLO
#
ip route-static 0.0.0.0 0.0.0.0 192.168.1.254
#
user—interface con 0
authentication-mode password
user—interface vty 0 4
authentication-mode aaa
user-interface vty 16 20
#
wlan ac
#
return

AR2

[V200R003CO0]
#
syshame AR2
#
snmp-agent local-engineid 800007DBO3000COOOOOEOO
snmp-agent
#
clock timezone China-Standard-Time minus 08:00:00
#
portal local-server load portalpage.zip

#

drop illegal-mac alarm
#

set cpu-usage threshold 80 restore 75
#

acl number 2000

rule 5 permit
#

aaa

authentication-scheme default
authorization-scheme default
accounting-scheme default

domain default

domain default_admin

local-user admin password cipher %$%$K8m.NtSuUDZ}e#<0'8SbmE3Uw}%$%$
local-user admin service-type http
#
firewall zone Local

priority 15
#

nat address—group 1 1.2.3.10 1.2.3.20
#

interface GigabitEthernet0/0/0
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ip address 192.168.1.254 255.255.255.0
#
interface GigabitEthernet0/0/1
ip address 1.2.3.4 255.255.255.0
nat server protocol tcp global current-interface 2323 inside 192.168.1.1 telnet
nat outbound 2000
#
interface GigabitEthernet0/0/2
#
interface NULLO
#
ip route-static 0.0.0.0 0.0.0.0 1.2.3.254
#
user-interface con 0
authentication-mode password
user—interface vty 0 4
user-interface vty 16 20
#
wlan ac
#
return

AR3

[V200RO03CO0]

#

syshame AR3

#

snmp—agent local-engineid 800007DBO300000OOCOO00O
snmp-agent

#clock timezone China-Standard-Time minus 08:00:00
ﬁortal local-server load portalpage.zip

#drop illegal-mac alarm

#set cpu-usage threshold 80 restore 75

zaa

authentication-scheme default
authorization-scheme default
accounting-scheme default
domain default
domain default_admin
local-user test password cipher %$%$R(cP5Q3F|Yh9*]+i7g1H"Tz5%$%$
local-user test privilege level 15
local-user test service-type telnet
local-user admin password cipher %$%$K8m.Nt8UDZ}e#<0"'8bmE3Uw}%$%$
local-user admin service-type http
#
firewall zone Local
priority 15
#
interface GigabitEthernet0/0/0
ip address 1.2.3.254 255.255.255.0
#
interface GigabitEthernet0/0/1
#
interface GigabitEthernet0/0/2
#
interface NULLO
#
user—-interface con 0
authentication-mode password
user—interface vty 0 4
authentication-mode aaa
user—interface vty 16 20
#
wlan ac
#
return
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BriBoa

B xone nabopartopnoii padotsl mo3nakommmuck ¢ ACL, AAA u NAT.
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