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Hacrpoiika FTP

Heau

JIaGoparopHast paboTa IOMOTaeT MOJYYHTh TPAKTHUECKUE HABBIKU TI0 N3YyUEHHIO
CIICAYIOIINX TEM:

*  VYcranonenue FTP-coennnenus

*  Hacrpoiika napamerpoB FTP-cepsepa

e IIpouenypa nepenauu ¢aiinos Ha FTP-cepsep

Tomosorusi
10.9.12.1/24 10.9.12.2/24
GE 0/0/2 GE 0/0/2
AR1 AR2

IL1an padoTsbI

Hacrpoiika pynkuun u mapamerpoB FTP-cepsepa.
Hactpoiika nokanbHbix nosb3oBareneid FTP.

Bxon B cucremy FTP-cepsepa ¢ FTP-kimenra.

M w0 poE

Brimonaenue onepanuii ¢ daitnamu B FTP-kuenTe.



Ipouenypa koHpurypupoBanus

Iar 1. HacrpoiiTe 0CHOBHbIE apaMeTPbI YCTPOICTB.

# 3anaiiTe UMEHa yCTpONCTBaM.

<Huawei>system-view

Enter system view, return user view with Ctrl+Z.
[Huawei]sysname AR1

[AR1]

<Huawei>system-view

Enter system view, return user view with Ctrl+Z.
[Huawei]sysname AR2

[AR2]

# Hacrpoiite [P-anpeca ycTpoiicTs.

[AR1]interface g0/0/2
[AR1-GigabitEthernet0/0/2]ip address 10.0.12.1 24

[AR2]interface g0/0/2
[AR2-GigabitEthernet0/0/2]ip address 10.0.12.2 24

# CoxpaHuTe KOH(UTYpAIIMOHHBIN (Daiiil A7 mOoCcaeayIoUIei MPOBEPKH.

<ARl>save testl.cfg

Are you sure to save the configuration to testl.cfg? (y/n)[nl:y
It will take several minutes to save configuration file, please wait.......
Configuration file had been saved successfully
Note: The configuration file will take effect after being activated

<AR2>save test2.cfg

Are you sure to save the configuration to test2.cfg? (y/n)[nl:y
It will take several minutes to save configuration file, please wait.......
Configuration file had been saved successfully
Note: The configuration file will take effect after being activated

# BeiBemuTe Ha 9KpaH TEKYIIUH CIIMCOK (DaitioB.

<AR1>dir
Directory of flash:/
Idx Attr Size(Byte) Date Time(LMT) FileName
0 drw- - Dec 05 2024 22:33:39  dhcp
1 -rw- 121,802 May 26 2014 09:20:58 portalpage.zip
2 -rw- 2,263 Dec 05 2024 22:33:29 statemach.efs
3 -rw- 828,482 May 26 2014 09:20:58 sslvpn.zip
4 -rw- 249 Dec 05 2024 22:42:03  private-data.txt
5 -rw- 847 Dec 05 2024 22:42:03  testl.cfg

1,090,732 KB total (784,u456 KB free)

<AR2>dir
Directory of flash:/
Idx Attr Size(Byte) Date Time(LMT) FileName
0 drw- - Dec 05 2024 22:33:35 dhcp
1 -rw- 121,802 May 26 2014 09:20:58 portalpage.zip
2 -rw- 2,263 Dec 05 2024 22:33:25 statemach.efs
3 -rw- 828,482 May 26 2014 09:20:58 sslvpn.zip
4  -rw- 249 Dec 05 2024 22:42:14 private-data.txt
5 -rw- 847 Dec 05 2024 22:42:13  test2.cfg

1,090,732 KB total (784,456 KB free)
<AR2>



IIar 2. Hactpoiite pynkuuio u napamerpsl FTP-cepepa na R2.

[AR2]ftp server enable
Info: Succeeded in starting the FTP server



IIar 3. Hactpoiire JioKaJabHbIX Noab30Baresieil FTP.

[AR2]aaa

[AR2-aaallocal-user ftp-client password cipher Huawei@123
Info: Add a new user.

[AR2-aaallocal-user ftp-client service-type ftp
[AR2-aaallocal-user ftp-client privilege level 15
[AR2-aaallocal-user ftp-client ftp-directory flash:/



Ilar 4. Beinmosinute Bxoa B cucremy FTP-cepBepa ¢ FTP-kiunenra.

# Bemmonaute Bxoa B FTP-kiuenr.

<AR1>ftp 10.0.12.2
Trying 10.0.12.2 ...

Press CTRL+K to abort

Connected to 10.0.12.2.

220 FTP service ready.
User(10.0.12.2:(none)): ftp-client
331 Password required for ftp-client.
Enter password:

230 User logged in.

[AR1-ftp]



Iar S. BeimosinuTe onepauuu B (paiisioBoi cucreme Ha R2.

# HacTpoiiTe pexXxuM mepeiadu.

[AR1-ftplascii
200 Type set to A.

# 3arpy3uTe KOHQHUTypaIMOHHBIN (aii.

[AR1-ftplget test2.cfg

200 Port command okay.

150 Opening ASCII mode data connection for test2.cfg.

226 Transfer complete.

FTP: 847 byte(s) received in 0.230 second(s) 3.68Kbyte(s)/sec.

# Ynanute KOH(UTYypalMOHHBIN (aiii.

[AR1-ftpldelete test2.cfg
Warning: The contents of file test2.cfg cannot be recycled. Continue? (y/n)[n]:y

250 DELE command successful.

# BeIrpy3ure KOH(QUrypaluOHHBIHN (aii.

[AR1-ftp]lput testl.cfg
200 Port command okay.
150 Opening ASCII mode data connection for testl.cfg.

100%

226 Transfer complete.
FTP: 847 byte(s) sent in 0.230 second(s) 3.68Kbyte(s)/sec.

# 3akpoiite FTP-coenunenue.

[AR1-ftplbye
221 Server closing.

IIpoBepka
<AR1>dir
Directory of flash:/
Idx Attr Size(Byte) Date Time(LMT) FileName
0 drw- - Dec 05 2024 22:33:39  dhcp
1 -rw- 121,802 May 26 2014 09:20:58 portalpage.zip
2 -rw- 2,263 Dec 05 2024 22:33:29 statemach.efs
3 -rw- 828,482 May 26 2014 09:20:58 sslvpn.zip
4 -rw- 249 Dec 05 2024 22:42:03  private-data.txt
5 -rw- 847 Dec 05 2024 22:48:52  test2.cfg
6 -rw- 847 Dec 05 2024 22:42:03  testl.cfg

1,090,732 KB total (784,u452 KB free)

<AR2>dir
Directory of flash:/
Idx Attr Size(Byte) Date Time(LMT) FileName
0 drw- - Dec 05 2024 22:33:35 dhcp
1 -rw- 121,802 May 26 2014 09:20:58 portalpage.zip
2 -rw- 2,263 Dec 05 2024 22:33:25 statemach.efs
3 -rw- 828,482 May 26 2014 09:20:58 sslvpn.zip
4  -rw- 249 Dec 05 2024 22:42:14 private-data.txt
5 -rw- 847 Dec 05 2024 22:49:56  testl.cfg

1,090,732 KB total (784,456 KB free)



CnpaBounble KOHpUTrypannuu

AR1

[V200RO03CO0]
#

syshame ARl
#

snmp—agent local-engineid 800007DBO300000OOCOOOO
snmp-agent
#

clock timezone China-Standard-Time minus 08:00:00
#

portal local-server load portalpage.zip
#

drop illegal-mac alarm

set cpu-usage threshold 80 restore 75
#

aaa

authentication-scheme default
authorization-scheme default
accounting-scheme default

domain default

domain default_admin

local-user admin password cipher %$%$K8m.Nt8UDZ}e#<0"'8bmE3UW}%$%$
local-user admin service-type http
#
firewall zone Local

priority 15
#

interface GigabitEthernet0/0/0
#

interface GigabitEthernet0/0/1
#

interface GigabitEthernet0/0/2

ip address 10.0.12.1 255.255.255.0
#

interface NULLO
#

user—interface con 0
authentication-mode password
user—interface vty 0 4
user—interface vty 16 20
#
wlan ac
#
return

AR2

[V200R003CO0]
#

syshame AR2

ftp server enable
#

snmp-agent local-engineid 800007DBO3000EOOOOEEOO
snmp—agent
#

clock timezone China-Standard-Time minus 08:00:00
#

portal local-server load portalpage.zip

#

drop illegal-mac alarm
#

set cpu-usage threshold 80 restore 75
#

aaa

authentication-scheme default



authorizati
accounting-
domain defa
domain defa
local-user
local-user
local-user
local-user
local-user
local-user
#
firewall zon
priority 15

interface Gi

#

interface Gi

#

interface Gi
ip address

#

interface NU

#
user-interfa
authenticat

on-scheme default

scheme default

ult

ult_admin

admin password cipher %$%$K8m.Nt8UDZ}e#<0"'SbmE3Uw}%$%$
admin service-type http

ftp-client password cipher %$%$3gz=Y!zoc:@;CmQ10i|W"2z88%$%$
ftp-client privilege level 15

ftp-client ftp-directory flash:/

ftp-client service-type ftp

e Local

gabitEthernet0/0/0
gabitEthernet0/0/1

gabitEthernet0/0/2
10.0.12.2 255.255.255.0

LLO

ce con 0
ion-mode password

user-interface vty 0 4
user-interface vty 16 20

#
wlan ac
#
return
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Koudurypuposanue DHCP
Heau

JIaGoparopHast paboTa IOMOTaeT MOAYYHTh IPAKTHUECKUE HABBIKU TI0 H3YUYCHHUIO
CIICAYIOIINX TEM:

*  Hacrpoiika nyna agpecos untepdeiica na DHCP-cepepe.

*  Hacrpoiika robansHoro nyna agpecoB Ha DHCP-cepsepe.

*  HUcnonszoBanue DHCP ansa cratnyeckoro Haznauenus [P-aapecos.

Tomosorusi

ILnan padoTsI

1. Hactpoiika DHCP-cepsepa.

2. Hactpoiika DHCP-xaueHTOB.
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Ipouenypa koHpurypupoBanus

Ilar 1. HacTpoiiTe 0CHOBHBbIEC IApaAMETPHI.

# Hactpoiite Ha MapmpyTu3zarope R2 anpeca natepdeiicos.

[AR2]interface g0/0/0
[AR2-GigabitEthernet0/0/0]ip address 10.0.12.2 24
[AR2-GigabitEthernet0/0/0]interface g0/0/1
[AR2-GigabitEthernet0/0/1]ip address 10.0.23.2 24

12



Iar 2. Bkiaoyure pyaxuuo DHCP.

[AR1]dhcp
Info: The

[AR2]dhcp
Info: The

[AR3]dhcp
Info: The

enable

operation may take a few seconds.

enable

operation may take a few seconds.

enable

operation may take a few seconds.

Please wait for a moment.done.

Please wait for a moment.done.

Please wait for a moment.done.

13



Hlar 3. HacTpoiite myJ aapecos.

# Hactpoiite myn [P-anpecoB na GE 0/0/3 mapmpyrtuzatopa R2 mis naznauenus 1P-
aapeca mapupyrtuzaropy R1.

[AR2]interface g0/0/0
[AR2-GigabitEthernet0/0/0]dhcp select interface
[AR2-GigabitEthernet0/0/0]dhcp server dns-list 10.0.12.2

# HacTpoiiTe rmoOanbHbIN My apecoB.

[AR2-GigabitEthernet0/0/0]ip pool GlobalPool

Info: It's successful to create an IP address pool.
[AR2-ip-pool-GlocalPool]lnetwork 10.0.23.0 mask 24
[AR2-ip-pool-GlocalPool]lnetwork 10.0.23.0 mask 24
[AR2-ip-pool-GlocalPool]dns-list 10.0.23.2

[AR2-ip-pool-GlocalPool]lgateway-list 10.0.23.2

[AR2-ip-pool-GlocalPool]lease day 2 hour 2

[AR2-ip-pool-GlocalPool]static-bind ip-address 10.0.23.3 mac-address 00e0-fc56-5
e09

[AR2-ip-pool-GlocalPool]lquit

14



IIlar 4. Bruawuure ¢pynkuuio DHCP-cepsepa Ha GigabitEthernet
0/0/4 wmapuwipyruzaropa R2  pgaa  nHasnayenuss  IP-agpeca
Mapupyrtusaropy R3.

[AR2]interface g0/0/1
[AR2-GigabitEthernet0/0/1]dhcp select global

Ilar 5. Hacrpoiite DHCP-ki1neHTHI.

[AR1]interface g0/0/0
[AR1-GigabitEthernet0/0/0]ip address dhcp-alloc

[AR3]interface g0/0/0
[AR3-GigabitEthernet0/0/0]ip address dhcp-alloc

IIpoBepka

[AR1]display ip interface brief

*down: administratively down

“down: standby

(1): loopback

(s): spoofing

The number of interface that is UP in Physical is 2
The number of interface that is DOWN in Physical is 2
The number of interface that is UP in Protocol is 2
The number of interface that is DOWN in Protocol is 2

Interface IP Address/Mask Physical Protocol
GigabitEthernet0/0/0 10.0.12.254/24 up up
GigabitEthernet0/0/1 unassigned down down
GigabitEthernet0/0/2 unassigned down down
NULLO unassigned up up(s)
[AR1]display dns server

Type:

D:Dynamic S:Static

No. Type IP Address
1 D 2.12.0.10

No configured ipv6 dns servers.

[AR1]display ip routing-table
Route Flags: R - relay, D - download to fib

Routing Tables: Public

Destinations : 8 Routes : 8
Destination/Mask Proto Pre Cost Flags NextHop Interface
0.0.0.0/0 Unr 60 0 D 10.0.12.2 GigabitEthernet
0/0/0
10.0.12.0/24 Direct 0 0 D 10.0.12.254 GigabitEthernet
0/0/0
10.0.12.254/32 Direct 0 0 D 127.0.0.1 GigabitEthernet
0/0/0
10.0.12.255/32 Direct 0 0 D 127.0.0.1 GigabitEthernet
0/0/0
127.0.0.0/8 Direct 0 ] D 127.0.0.1 InLoopBacke
127.0.0.1/32 Direct 0 0 D 127.0.0.1 InLoopBack@
127.255.255.255/32 Direct © [¢] D 127.0.0.1 InLoopBack®
255.255.255.255/32 Direct © [¢] D 127.0.0.1 InLoopBack®

[AR3]display ip interface brief

*down: administratively down

“down: standby

(1): loopback

(s): spoofing

The number of interface that is UP in Physical is 2
The number of interface that is DOWN in Physical is 2

15



The number of interface that is UP in Protocol is 2
The number of interface that is DOWN in Protocol is 2

Interface IP Address/Mask Physical Protocol
GigabitEthernet0/0/0 10.0.23.254/24 up up
GigabitEthernet0/0/1 unassigned down down
GigabitEthernet0/0/2 unassigned down down
NULLO unassigned up up(s)
[AR3]display dns server

Type:

D:Dynamic S:Static

No. Type IP Address
1 D 2.23.0.10

No configured ipv6 dns servers.

[AR3]display ip routing-table
Route Flags: R - relay, D - download to fib

Routing Tables: Public

Destinations : 8 Routes : 8
Destination/Mask Proto Pre Cost Flags NextHop Interface
0.0.0.0/0 Unr 60 0 D 10.0.23.2 GigabitEthernet
0/0/0
10.0.23.0/24 Direct 0 0 D 10.0.23.254 GigabitEthernet
0/0/0
10.0.23.254/32 Direct 0 0 D 127.0.0.1 GigabitEthernet
0/0/0
10.0.23.255/32 Direct 0 0 D 127.0.0.1 GigabitEthernet
0/0/0
127.0.0.0/8 Direct 0 0 D 127.0.0.1 InLoopBacko
127.0.0.1/32 Direct © 0 D 127.0.0.1 InLoopBack®
127.255.255.255/32 Direct 0 ¢] D 127.0.0.1 InLoopBacko
255.255.255.255/32 Direct © ¢] D 127.0.0.1 InLoopBacko®

BbiBoa Ha 3KpaH MHPOPMALNM 0 HA3HAYEHUH aJpecoB HA R2

[AR2]display ip pool name GlobalPool

Pool-name : GlobalPool

Pool-No 1

Lease : 2 Days 2 Hours 0 Minutes
Domain-name 3 =

DNS-server0 : 10.0.23.2

NBNS-server0 g =
Netbios—-type g =

Position : Local Status : Unlocked
Gateway-0 : 10.0.23.2
Mask : 255.255.255.0
VPN instance g ==
Start End Total Used Idle(Expired) Conflict Disable
10.0.23.1 10.0.23.254 253 2 251(0) 0 0

[AR2]dis ip pool 1nt GigabitEthernet0/0/0

Pool-name : GigabitEthernet0/0/0
Pool-No : 0

Lease : 1 Days 0 Hours 0 Minutes
Domain-name g =

DNS-server@ : 10.0.12.2

NBNS-server0® g =
Netbios-type g =

Position : Interface Status : Unlocked
Gateway-0 0 10.0.12.2
Mask : 255.255.255.0

VPN instance g ==

16



Start End Total Used Idle(Expired) Conflict

Disable

10.0.12.1 10.0.12.254 253 1 252(0) 0

0

CunpaBounbie KOHGUrypauuu

AR1

[V200R003C00]

#

syshame ARl

#

snmp—agent local-engineid 800007DBO300000OOCOO0O
snmp-agent

clock timezone China-Standard-Time minus 08:00:00

#

portal local-server load portalpage.zip
#

drop illegal-mac alarm
#

set cpu-usage threshold 80 restore 75
#

dhcp enable
#

aaa

authentication-scheme default
authorization-scheme default
accounting-scheme default
domain default

domain default_admin
local-user admin password cipher %$%$K8m.Nt8UDZ}e#<0"'8bmE3UW}%$%$
local-user admin service-type http
#
firewall zone Local

priority 15
#

interface GigabitEthernet0/0/0
ip address dhcp-alloc
#

interface GigabitEthernet0/0/1
#

interface GigabitEthernet0/0/2
#

interface NULLO

#

user—interface con 0
authentication-mode password
user—interface vty 0 4
user—interface vty 16 20

#

wlan ac

#

return

AR2

[V206RE03CO0]
#
sysname AR2
#
snmp—agent local-engineid 800007DBO300000OOCOOOO
snmp-agent
#
clock timezone China-Standard-Time minus 08:00:00
#
portal local-server load portalpage.zip

17



#

drop illegal-mac alarm
#

set cpu-usage threshold 80 restore 75

#
dhcp enable
#
ip pool GlocalPool
gateway-list 10.0.23.2
network 10.0.23.0 mask 255.255.255.0
static-bind ip-address 10.0.23.3 mac-address 00e0-fc56-5e09
lease day 2 hour 2 minute 0
dns-list 10.0.23.2
#
aaa
authentication-scheme default
authorization-scheme default
accounting-scheme default
domain default
domain default_admin
local-user admin password cipher %$%$K8m.Nt8UDZ}e#<0"'8bmE3UW}%$%$
local-user admin service-type http
#
firewall zone Local
priority 15
#
interface GigabitEthernet0/0/0
ip address 10.0.12.2 255.255.255.0
dhcp select interface
dhcp server dns-list 10.0.12.2
#
interface GigabitEthernet0/0/1
ip address 10.0.23.2 255.255.255.0
dhcp select global
#
interface GigabitEthernet0/0/2
#
interface NULLO
#
user-interface con 0
authentication-mode password
user—interface vty 0 4
user—interface vty 16 20
#
wlan ac
#
return

AR3

[V200R003CO0]
#

syshame AR3
#

snmp-agent local-engineid 800007DBO3000EOOOOEEOO
snmp—agent
#

clock timezone China-Standard-Time minus 08:00:00
#

portal local-server load portalpage.zip
#

drop illegal-mac alarm
#

set cpu-usage threshold 80 restore 75

#

dhcp enable

#

aaa

authentication-scheme default
authorization-scheme default
accounting-scheme default
domain default

18



domain default_admin
local-user admin password cipher %$%$K8m.Nt8UDZ}e#<0"'8bmE3UW}%$%3
local-user admin service-type http

#

firewall zone Local
priority 15

#

interface GigabitEthernet0/0/0
ip address dhcp-alloc

#

interface GigabitEthernet0/0/1

#

interface GigabitEthernet0/0/2

#

interface NULLO

#

user—interface con 0
authentication-mode password

user—interface vty 0 4

user-interface vty 16 20

#

wlan ac

#

return

BriBoa

B xone maboparopuoit pabots! moznakomuiuck ¢ FTP u DHCP.
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