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Co3znanue WLAN

Hean

JlaGoparopHasi paboTa MOMOTAET MOMyYUTh MPAKTUIECCKHAE HABBIKU M0 U3yUCHHIO
CIIEYIOIIUX TEM:

* [lIpouenypa ayTeHTU(UKAIIMHA TOYEK JOCTYIIA

* TIIponenypa Hactpoiiku npoduneit WLAN

* [Ilpomecc HacTpoiiku ocCHOBHBIX napameTpoB WLAN

Tomosorus

149/5G/0Mbps 1/2.4G/600Mbps

ILnan padoTsI

1. Hactpoiika NOAKIIIOYEHUS K POBOJHOM CETH.
2. Hactpoiika To4yek JOCTyIa U MepeBol UX B PEXKUM OHJIANH.

(1) Cosnmanue rpymi Touek JOCTyIA U 100ABICHHE TOYEK OCTYIa ¢ OAUHAKOBON
1. xoHdurypauueit B o1Hy Ipynmny i YHU(UIMPOBAHHONW HACTPOUKH.

(2) Hactpoiika CHCTEMHBIX TapaMEeTPOB KOHTPOJLIEPA OCTYIIA, BKIFOYast KOJI
CTpaHbI



1 MHTEpQelic-UCTOUHHK, UCTIONb3YEMbIil KOHTPOJIJIEPOM IS CBSI3H C TOUKAMHU
JOCTyTIA.

(3) Hacrpoiika pexxuma ayrentudukanmu AP u ummopr AP is BeIxoaa Touek
JOCTYIIA B CETh.
Hacrpoiika napamerpoB cepBucoB WLAN u nepenada KOHUTYypariui TOYKaM

nocryna, yToob1 ooecrieunts goctyn STA k WLAN.



Ipouenypa koHpurypupoBanus

Ilar 1. HacTpoiiTe 0CHOBHBIE IapaMeTPbI YCTPOIiCTBA.

# Ilpucsoiite nmeHa ycrporictsaM (HazoBute S2 B Tonoioruu AC).

<Huawei>system-view

Enter system view, return user view with Ctrl+Z.
[Huawei]sysname S1

[s1]

<AC6605>system-view

Enter system view, return user view with Ctrl+Z.
[AC6605]sysname AC

[AC]

<Huawei>system-view

Enter system view, return user view with Ctrl+Z.
[Huawei]sysname S3

[S31]

<Huawei>system-view

Enter system view, return user view with Ctrl+Z.
[Huawei]sysname Su

[su]

# OTkirounTe HeHYyKHbIe TOpThl Mekay S1 u AC. DTOT Iar MOYKHO BBITIOJIHATH TOJIBKO
B Cpelne, OMMCaHHOW B PyKOBOACTBE MO BBHITIOJHEHUIO J1aOOPaTOPHBIX PabOT JyIst
nonroroBku k ceprudukanuu HCIA-Datacom V1.0.

[S1linterface g0/0/11
[S1-GigabitEthernet0/0/11]shutdown
[S1-GigabitEthernet0/0/11]interface g0/0/12
[S1-GigabitEthernet0/0/12]shutdown

# Brurrounte ¢ynknuto PoE Ha moprax S3 u S4, moAKIIOYEHHBIX K TOYKAaM JIOCTYTIA.

Ilar 2. HacTpoiiTe mapamMeTpsbl NPOBOIHOM CETH.

# Hactpoiite VLAN.

[S1]lvlan batch 100 101

Info: This operation may take a few seconds. Please wait for a moment...done.
[S1linterface g0/0/13

[S1-GigabitEthernet0/0/13]port link-type trunk
[S1-GigabitEthernet0/0/13]port trunk allow-pass vlan 100 101
[S1-GigabitEthernet0/0/13]quit

[S1linterface g0/0/14

[S1-GigabitEthernet0/0/14]port link-type trunk
[S1-GigabitEthernet0/0/1u4]port trunk allow-pass vlan 100 101
[S1-GigabitEthernet0/0/14]quit

[S1]interface g0/0/10

[S1-GigabitEthernet0/0/10]port link-type trunk
[S1-GigabitEthernet0/0/10]port trunk allow-pass vlan 1600 101
[S1-GigabitEthernet0/0/10]quit

[AC]lvlan batch 1600 101

Info: This operation may take a few seconds. Please wait for a moment...done.
[AClinterface g0/0/10

[AC-GigabitEthernet0/0/10]port link-type trunk.
[AC-GigabitEthernet0/0/10]port trunk allow-pass vlan 100 101
[AC-GigabitEthernet0/0/10]quit

[S3]vlan batch 1600 101

Info: This operation may take a few seconds. Please wait for a moment...done.
[S3]interface g0/0/1

[S3-GigabitEthernet0/0/1]port link-type trunk

[S3-GigabitEthernet0/0/1]port trunk allow-pass vlan 100 101
[S3-GigabitEthernet0/0/1]quit



[S3]interface g0/0/4

[S3-GigabitEthernet0/0/4]lport link-type trunk
[S3-GigabitEthernet0/0/4]port trunk pvid vlan 100
[S3-GigabitEthernet0/0/U4]port trunk allow-pass vlan 100 101
[S3-GigabitEthernet0/0/4]lquit

[S4lvlan batch 1600 101

Info: This operation may take a few seconds. Please wait for a moment...done.
[S4linterface g0/0/1

[Su-GigabitEthernet0/0/1]port link-type trunk
[Su-GigabitEthernet0/0/1]port trunk allow-pass vlan 100 to 101
[Su-GigabitEthernet0/0/1]quit

[Sulinterface g0/0/U

[Su-GigabitEthernet0/0/4]port link-type trunk
[Su-GigabitEthernet0/0/4]port trunk pvid vlan 100
[Su-GigabitEthernet0/0/4]port trunk allow-pass vlan 100 to 101
[Su-GigabitEthernet0/0/4]quit

# Hacrpoiite [P-anpeca untepgeiicos.

[S1]interface Vlanif 101
[S1-Vlanif101]ip addr 192.168.101.254 24

[S1-Vlianif101]quit

[S1linterface LoopBack 0
[S1-LoopBack®] ip address 10.0.1.1 32
[S1-LoopBack@]lquit

[AC]linterface Vlanif 100
[AC-Vlanif100]ip addr 192.168.100.254 24

# Hactpotite DHCP.

[S1ldhcp enable

Info: The operation may take a few seconds. Please wait for a moment.done.
[S1]ip pool sta

Info:It's successful to create an IP address pool.

[S1-ip-pool-stalnetwork 192.168.101.0 mask 24

[S1-ip-pool-stalgateway-list 192.168.101.254

[S1-ip-pool-stalquit [S1]interface Vlanif 101

[S1-Vlianif101]ldhcp select global

[S1-Vlanif101]quit

[ACldhcp enable

Info: The operation may take a few seconds. Please wait for a moment.done.
[AClip pool ap

Info: It is successful to create an IP address pool.
[AC-ip-pool-aplnetwork 192.168.100.254 mask 24

[AC-ip-pool-aplgateway-list 192.168.100.254

[AC-ip-pool-aplquit

[AClinterface Vlanif 100

[AC-Vlanif100]dhcp select global

[AC-Vlanif100]quit

Ilar 3. HacTpoiiTe napamMeTpbl TOYEK J0CTYNA ISl BHIX0IA B C€Th.

# Cozpnaiite rpynny AP u Ha3oBuTe ee ap-groupl.

[ACIwlan

[AC-wlan-view]ap—-group name ap-groupl

Info: This operation may take a few seconds. Please wait for a moment.done.
[AC-wlan-ap—-group-ap—groupl]quit

# Cozpaiite mpouib pEerymupyroIiero JoMeHa U HacTpouTe kon crpansl AC B
npodue.

[ACIwlan

[AC-wlan-view]regulatory-domain-profile name default

[AC-wlan-regulate-domain-default]country-code on
Error: The country code is invalid.



# YcranoBuTe IPUBS3KY MPO(UIIS pEryaupyIoLiero foMena K rpymmne AP.

[ACIwlan

[AC-wlan-view]ap-group name ap-groupl
[AC-wlan-ap-group-ap-groupl]regulatory-domain-profile default

Warning: Modifying the country code will clear channel, power and antenna gain c
onfigurations of the radio and reset the AP. Continue?[Y/N]:Y
[AC-wlan-ap-group-ap-groupl]lquit

# Ykaxure unrepderic-ucrounnk Ha AC s ycranoinenus tynaeneit CAPWAP.

[AC]lcapwap source interface Vlanif 100

# Nmnoprupyiire Touku noctyna B AC u no6assre ux B rpynny AP ¢ umenem ap-
groupl.

[ACIwlan

[AC-wlan-view]ap auth-mode mac-auth

[AC-wlan-view]ap-id @ ap-mac 00e®-fc57-02f0

[AC-wlan-ap-0]ap-name apl

[AC-wlan-ap-0]ap-group ap-groupl

Warning: This operation may cause AP reset. If the country code changes, it will clear
channel, power and antenna gain configurations of the radio, Whether to continue?
[Y/N]:Y

[AC-wlan-ap-0]quit

[AC-wlan-view]ap-id 1 ap-mac 00e®-fc3b-07cO

[AC-wlan-ap-1]ap-name ap2

[AC-wlan-ap-1]ap-group ap-groupl

Warning: This operation may cause AP reset. If the country code changes, it will clear
channel, power and antenna gain configurations of the radio, Whether to continue?
[Y/N]:Y

[AC-wlan-ap-1]quit

# BriBeuTe Ha 9KpaH uHGOpMAIUIo 0 Tekymieir AP.

[ACIwlan

[AC-wlan-view]display ap all

Info: This operation may take a few seconds. Please wait for a moment.done.
Total AP information:

nor : normal [2]

ID MAC Name Group Ip Type State STA Upt
ime

0 00e0-fc57-02f0 apl ap-groupl 192.168.100.198 AP20560DN nor 1 7M:
55S

1 00e0-fc3b-07cO ap2 ap-groupl 192.168.100.190 AP2056DN nor 0 8M:
33S

Total: 2

Ilar 4. Hactpoiite napamerpsl cepsucoB WLAN.

# Cospmaiite npoduns Oe3onacHoctu HCIA-WLAN u HacTpoilTe MONUTUKY
0€30IMacHOCTH.

[AC-wlan-view]security—profile name HCIA-WLAN
[AC-wlan-sec—prof-HCIA-WLAN]security wpa-wpa2 psk pass-phrase HCIA-Datacom aes
[AC-wlan-sec—prof-HCIA-WLAN]quit

# Coznaiite mpoduns SSID HCIA-WLAN u 3anaiite umst SSID HCIA-WLAN.

[AC-wlan-view]ssid-profile name HCIA-WLAN
[AC-wlan-ssid-prof-HCIA-WLAN]ssid HCIA-WLAN

Info: This operation may take a few seconds, please wait.done.
[AC-wlan-ssid-prof-HCIA-WLAN]quit



# Cosznaiite npopmis VAP HCIA-WLAN, HacTpoiiTe pexuM Inepeaadd JaHHBIX U

ceppucHyto VLAN u npumenute npodunb Oe3omacHoctd u mpodwmib SSID

npodmto VAP.

[AC-wlan-view]vap-profile name HCIA-WLAN
[AC-wlan-vap-prof-HCIA-WLAN]forward-mode direct-forward
[AC-wlan-vap-prof-HCIA-WLAN]service-vlan vlan-id 101

Info: This operation may take a few seconds, please wait.done.

[AC-wlan-vap-prof-HCIA-WLAN]security-profile HCIA-WLAN

Info: This operation may take a few seconds, please wait.done.

[AC-wlan-vap-prof-HCIA-WLAN]ssid-profile HCIA-WLAN

Info: This operation may take a few seconds, please wait.done.

[AC-wlan-vap-prof-HCIA-WLAN]quit

K

# VYcranosute npusssky npoduns VAP k rpynne AP u npuMmeHuTe KOHQUTYpalUio
npoduinst VAP HCIA-WLAN k paguomonynto 0 u paguomMoayiio 1 Todek goctymna B
rpynme AP.

[AC-wlan-view]ap-group name ap-groupl
[AC-wlan-ap-group-ap—groupl]vap—profile HCIA-WLAN wlan 1 radio all
Info: This operation may take a few seconds, please wait

IIpoBepka

[Tepen npoBepkoi HyKHO NOAKIIOUATHCST K WLAN

[Tapons: HCIA-Datacom

T STA1
Vap FIIF% WHIT UDPE2ITE

MAC Hodt: 54-89-98-79-6B-68

IPve BOE

O Es O DHCP

1P 3t : ‘ . . TR
%

vapFl&

SSID hoEHI EF % VAP MAC

6 wnlll HCIA-WLAN  NULL £ikE 00-E0-FC-57-02-F0
& =nlll HCIA-WLAN  NULL FiEE 00-E0FC-57-02-00

STA>ping 10.0.1.1

Ping
From
From
From
From
From

10.0.1.1: 32 data bytes, Press Ctrl_C to break
10.0.1.1: bytes=32 seq=1 tt1=255 time=141 ms
10.0.1.1: bytes=32 seq=2 tt1=255 time=156 ms
10.0.1.1: bytes=32 seq=3 tt1=255 time=140 ms
10.0.1.1: bytes=32 seq=4 tt1=255 time=141 ms
10.0.1.1: bytes=32 seq=5 tt1=255 time=156 ms

...done.

-

| S Trill
802.11bgn



---10.0.1.1 ping statistics -—-
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 140/146/156 ms

[ACldisplay station all
Rf/WLAN: Radio ID/WLAN ID
Rx/Tx: link receive rate/link transmit rate(Mbps)

STA MAC AP ID Ap name Rf/WLAN Band Type Rx/Tx RSSI VLAN 1IP a
ddress SSID
5489-9879-6b68 0 apl 0/1 2.46 - -/~ - 101 192.

168.101.253 HCIA-WLAN

Total: 1 2.4G: 1 5G: ©

CnpaBounbie KOHUrypaunu

S1

#

sysname S1

#

vlan batch 1600 to 101
#

cluster enable

ntdp enable

ndp enable

#

drop illegal-mac alarm
#

dhcp enable

#

diffserv domain default
#

drop—profile default

#

ip pool sta

gateway-list 192.168.101.254

network 192.168.101.0 mask 255.255.255.0
#

aaa

authentication-scheme default
authorization-scheme default
accounting-scheme default

domain default

domain default_admin

local-user admin password simple admin
local-user admin service-type http
#

interface Vlanifl
#

interface V1anif100
#

interface Vlanifl01

ip address 192.168.101.254 255.255.255.0
dhcp select global
#

interface MEth0/0/1
#

interface GigabitEthernet0/0/1
#

interface GigabitEthernet0/0/2



#
interface GigabitEthernet0/0/3
#
interface GigabitEthernet0/0/u
#
interface GigabitEthernet0/0/5
#
interface GigabitEthernet0/0/6
#
interface GigabitEthernet0/0/7
#
interface GigabitEthernet0/0/8
#
interface GigabitEthernet0/0/9
#
interface GigabitEthernet0/0/10
port link-type trunk
port trunk allow-pass vlan 100 to 101
#
interface GigabitEthernet0/0/11
shutdown
#
interface GigabitEthernet0/0/12
shutdown
#
interface GigabitEthernet0/0/13
port link-type trunk
port trunk allow-pass vlan 100 to 101
#
interface GigabitEthernet0/0/14
port link-type trunk
port trunk allow-pass vlan 100 to 101
#
interface GigabitEthernet0/0/15
#
interface GigabitEthernet0/0/16
#
interface GigabitEthernet0/0/17
#
interface GigabitEthernet0/0/18
#
interface GigabitEthernet0/0/19
#
interface GigabitEthernet0/0/20
#
interface GigabitEthernet0/0/21
#
interface GigabitEthernet0/0/22
#
interface GigabitEthernet0/0/23
#
interface GigabitEthernet0/0/24
#
interface NULLO
#
interface LoopBack@
ip address 10.0.1.1 255.255.255.255
#
user-interface con 0
user—-interface vty 0 4
#
return

S2(AC)

[V200ROO7C10SPC300]
#
sysname AC
#
set memory-usage threshold 0
#
ssl renegotiation-rate 1



#
vlan batch 100 to 101
#
authentication-profile name default_authen_profile
authentication-profile name dotlx_authen_profile
authentication-profile name mac_authen_profile
authentication-profile name portal_authen_profile
authentication-profile name macportal_authen_profile
#
dhcp enable
#
diffserv domain default
#
radius—-server template default
#
pki realm default
rsa local-key-pair default
enrollment self-signed
#
ike proposal default
encryption-algorithm aes-256
dh groupld
authentication-algorithm sha2-256
authentication-method pre-share
integrity-algorithm hmac-sha2-256
prf hmac-sha2-256
#
free-rule-template name default_free_rule
#
portal-access—profile name portal_access_profile
#
ip pool ap
gateway-list 192.168.100.254
network 192.168.100.0 mask 255.255.255.0
#
aaa
authentication-scheme default
authentication-scheme radius
authentication-mode radius
authorization—-scheme default
accounting-scheme default
domain default
authentication-scheme radius
radius—-server default
domain default_admin
authentication-scheme default
local-user admin password irreversible-cipher
$1a$wyts3za|>U$j_R~7~aOu<x(P{70Js35+jAIF@" " $G' 5w[Q-kgpC$
local-user admin privilege level 15
local-user admin service-type http
#
interface V1anif100
ip address 192.168.100.254 255.255.255.0
dhcp select global
#
interface MEth0/0/1
undo negotiation auto
duplex half
#
interface GigabitEthernet0/0/1
#
interface GigabitEthernet0/0/2
#
interface GigabitEthernet0/0/3
#
interface GigabitEthernet0/0/u4
#
interface GigabitEthernet0/0/5
#
interface GigabitEthernet0/0/6
#
interface GigabitEthernet0/0/7
#
interface GigabitEthernet0/0/8
#
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interface GigabitEthernet0/0/9
#
interface GigabitEthernet0/0/10
port link-type trunk
port trunk allow-pass vlan 100 to 101
#
interface GigabitEthernet0/0/11
#
interface GigabitEthernet0/0/12
#
interface GigabitEthernet0/0/13
#
interface GigabitEthernet0/0/14
#
interface GigabitEthernet0/0/15
#
interface GigabitEthernet0/0/16
#
interface GigabitEthernet0/0/17
#
interface GigabitEthernet0/0/18
#
interface GigabitEthernet0/0/19
#
interface GigabitEthernet0/0/20
#
interface GigabitEthernet0/0/21
undo negotiation auto
duplex half
#
interface GigabitEthernet0/0/22
undo negotiation auto
duplex half
#
interface GigabitEthernet0/0/23
undo negotiation auto
duplex half
#
interface GigabitEthernet0/0/24
undo negotiation auto
duplex half
#
interface XGigabitEthernet0/0/1
#
interface XGigabitEthernet0/0/2
#
interface NULLO
#
snmp-agent local-engineid 800007DBO3000EOOOOOEOO
snmp-agent
#
ssh server secure-algorithms cipher aes256_ctr aes128_ctr
ssh server key-exchange dh_grouplid_shal
ssh client secure-algorithms cipher aes256_ctr aes128_ctr
ssh client secure-algorithms hmac sha2_256
ssh client key-exchange dh_grouplid_shal
#
capwap source interface vlanifl00

user-interface con 0
authentication-mode password

user—-interface vty 0 4

protocol inbound all

user—interface vty 16 20

protocol inbound all

#

wlan

traffic—profile name default
security-profile name default
security-profile name HCIA-WLAN
security wpa-wpa2 psk pass-phrase %"%#L~boRa20b%rr~z=17{Y6~}1z<}(<v)1s2N@Y20w<%"%# aes
security-profile name default-wds
security—-profile name default-mesh
ssid-profile name default
ssid-profile name HCIA-WLAN

12



ssid HCIA-WLAN
vap-profile name default
vap-profile name HCIA-WLAN
service-vlan vlan-id 101
ssid-profile HCIA-WLAN
security—-profile HCIA-WLAN
wds—profile name default
mesh-handover—profile name default
mesh-profile name default
regulatory-domain-profile name default
air-scan-profile name default
rrm—-profile name default
radio-2g-profile name default
radio-5g-profile name default
wids-spoof-profile name default
wids-profile name default
wireless-access—-specification
ap-system-profile name default
port-link-profile name default
wired-port-profile name default
serial-profile name preset-enjoyor-toeap
ap—-group name default
ap-group name ap-groupl
radio 0
vap-profile HCIA-WLAN wlan 1
radio 1
vap-profile HCIA-WLAN wlan 1
radio 2
vap-profile HCIA-WLAN wlan 1
ap-id 0 type-id 69 ap-mac 00e0-fc57-02f0 ap-sn 2102354483102F681B1A
ap—-name apl
ap-group ap-groupl
ap-id 1 type-id 69 ap-mac 00e0-fc3b-07cO ap-sn 2102354483106B77715E
ap—-name ap2
ap-group ap-groupl
provision-ap
#
dotlx-access—profile name dotlx_access_profile
#
mac-access—profile name mac_access_profile
#
return

S3

#

sysname S3

#

vlan batch 100 to 101
#

cluster enable

ntdp enable

ndp enable

#

drop illegal-mac alarm
#

diffserv domain default
#

drop—-profile default
#

aaa
authentication-scheme default
authorization-scheme default
accounting-scheme default
domain default
domain default_admin
local-user admin password simple admin
local-user admin service-type http
#
interface Vlanifl
#
interface MEth0/0/1
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gnterface GigabitEthernet0/0/1
port link-type trunk

port trunk allow-pass vlan 100 to 101
gnterface GigabitEthernet0/0/2
gnterface GigabitEthernet0/0/3
gnterface GigabitEthernet0/0/u
port link-type trunk

port trunk pvid vlan 100

port trunk allow-pass vlan 100 to 101
gnterface GigabitEthernet0/0/5
gnterface GigabitEthernet0/0/6
gnterface GigabitEthernet0/0/7
gnterface GigabitEthernet0/0/8
gnterface GigabitEthernet0/0/9
gnterface GigabitEthernet0/0/10
?nterface GigabitEthernet0/0/11
?nterface GigabitEthernet0/0/12
?nterface GigabitEthernet0/0/13
?nterface GigabitEthernet0/0/14
?nterface GigabitEthernet0/0/15
?nterface GigabitEthernet0/0/16
?nterface GigabitEthernet0/0/17
?nterface GigabitEthernet0/0/18
?nterface GigabitEthernet0/0/19
fnterface GigabitEthernet0/0/20
znterface GigabitEthernet0/0/21
znterface GigabitEthernet0/0/22
znterface GigabitEthernet0/0/23
znterface GigabitEthernet0/0/2u
fnterfaee NULLO

ﬁser—interface con 0
user—-interface vty 0 4

ﬁeturn

S4

#

sysname Su

#

vlan batch 100 to 101
#

cluster enable

ntdp enable

ndp enable

#



drop illegal-mac alarm

diffserv domain default
#

drop-profile default

#

aaa
authentication-scheme default
authorization-scheme default
accounting-scheme default
domain default
domain default_admin
local-user admin password simple admin
local-user admin service-type http
#
interface Vlanifl
#
interface MEth0/0/1
#
interface GigabitEthernet0/0/1
port link-type trunk
port trunk allow-pass vlan 100 to 101
#
interface GigabitEthernet0/0/2
#
interface GigabitEthernet0/0/3
#
interface GigabitEthernet0/0/u
port link-type trunk
port trunk pvid vlan 100
port trunk allow-pass vlan 100 to 101
#
interface GigabitEthernet0/0/5
#
interface GigabitEthernet0/0/6
#
interface GigabitEthernet0/0/7
#
interface GigabitEthernet0/0/8
#
interface GigabitEthernet0/0/9
#
interface GigabitEthernet0/0/10
#
interface GigabitEthernet0/0/11
#
interface GigabitEthernet0/0/12
#
interface GigabitEthernet0/0/13
#
interface GigabitEthernet0/0/14
#
interface GigabitEthernet0/0/15
#
interface GigabitEthernet0/0/16
#
interface GigabitEthernet0/0/17
#
interface GigabitEthernet0/0/18
#
interface GigabitEthernet0/0/19
#
interface GigabitEthernet0/0/20
#
interface GigabitEthernet0/0/21
#
interface GigabitEthernet0/0/22
#
interface GigabitEthernet0/0/23
#
interface GigabitEthernet0/0/24
#
interface NULLO
#
user-interface con 0
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user—interface vty 0 4
#
return

16



BriBoa

B xone BeImonHeHUs TaHHO# JaboparopHoOi paboTsl Mbl cKoHGHUrypupoBaid WLAN ¢
nomoinbio KoHTposuiepa goctyna (AC) u touek noctyna AP, 4roObl obOecredyuTh
noctynt STA k WLAN.
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